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BDO USA LLP

As cyberattacks increase in sophistication and magnitude of impact
across all industries globally, private equity firms can no longer afford a
“whatever” attitude towards cybersecurity.

In a world where data is increasingly viewed as an organization’s most valuable asset—
and yet data can also be its greatest source of risk—cybersecurity is inextricably linked
to company value. It is vital for the buyer to ensure they fully understand both the value
of the information assets they are looking to acquire and the level of cyber threat and
vulnerability facing the target company. The buyer must also be able to determine the
potential financial impact of the company’s cybersecurity preparedness or lack thereof
upon the deal price.

Private equity firms can use this checklist to ensure they are taking appropriate
actions before, during, and after the deal to mitigate the potential negative impacts of
cyberattacks and optimize the financial aspects of the deal.

BEFORE THE DEAL

» Conduct a Dark Web Analysis for the company, key personnel, and selected supply
chain partners

» Conduct a Social Media Analysis of the company and key personnel

» Conduct an extensive Internet Search of the company and key personnel

DURING THE DEAL (DUE DILIGENCE)

> Review the company’s information security — policies, plans, and procedures,
including: Incident Response (IR) Plan, Business Continuity Plan (BCP), and Disaster
Recovery (DR) Plan

» Evaluate the company’s cybersecurity education and training program

MAY 2018
www.bdo.com

HOW DO | GET MORE
INFORMATION?

CONTACT:

GREGORY A. GARRETT
Head of U.S. and International
Cybersecurity

703-893-0600
ggarrett@bdo.com

SCOTT HENDON

National Private Equity Industry
Group Leader

214-665-0750
shendon@bdo.com

Read more



2 BDO KNOWS PRIVATE EQUITY

> Assess the most recent cyber vulnerability assessment and AFTER THE DEAL IS DONE (REMEDIATION)

penetration testing findings » Conduct a cyber risk assessment

» Conduct a new vulnerability assessment & penetration tests,

) ) ) e » Enhance IT technical operations
preferably via an independent cybersecurity services firm

» Engage a Managed Security Services Provider (MSSP) to:
> Assess the information technology infrastructure, people,

hardware, and software + Provide managed monitoring detection, & incident response

services — 24x7x365

» Evaluate the company’s compliance with industry required _ . . .
cyber security risk management framework * Provide threat intelligence services

» Conduct a cyber liability insurance coverage adequacy » Provide cybersecurity education and training to all employees

evaluation » Assess third-party vendor cyber risks

People who know Private Equity, know BDO.

BDO PRIVATE EQUITY PRACTICE

Strategically focused and remarkably responsive, the experienced, multidisciplinary partners and directors of BDO's Private Equity practice provide value-added assurance, tax,
and advisory services for all aspects of a fund’s cycle, wherever private equity firms are investing.

ABOUT BDO USA

BDO is the brand name for BDO USA, LLP, a U.S. professional services firm providing assurance, tax, and advisory services to a wide range of publicly traded and privately held
companies. For more than 100 years, BDO has provided quality service through the active involvement of experienced and committed professionals. The firm serves clients
through more than 60 offices and over 550 independent alliance firm locations nationwide. As an independent Member Firm of BDO International Limited, BDO serves multi-
national clients through a global network of 73,800 people working out of 1,500 offices across 162 countries.

BDO USA, LLP, a Delaware limited liability partnership, is the U.S. member of BDO International Limited, a UK company limited by guarantee, and forms part of the
international BDO network of independent member firms. BDO is the brand name for the BDO network and for each of the BDO Member Firms. For more information please
visit: www.bdo.com.

Material discussed is meant to provide general information and should not be acted on without professional advice tailored to your firm's individual needs.

© 2018 BDO USA, LLP. All rights reserved.



	Button 1: 


