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RISK ADVISORY SERVICES, BDO USA

Savvas is a Managing Director in BDO’s Risk Advisory Services and leads the Innovation and 

Risk Analytics practice. Savvas has more than 18 years of strategy and implementation 

experience supporting Fortune 500 clients with large digital strategy and solution 

implementation initiatives. His responsibilities range from developing strategies for 

optimizing Internal Audit functions, leading the implementations of technology solutions to 

automate audit and control procedures, and enabling data driven risk management and 

continuous monitoring with the use of analytics.

Prior to joining BDO, Savvas led the Intelligent Automation practice of a Big Four firm’s Risk 

and Regulatory group focusing on helping Internal Audit functions drive adoption of digital 

technologies to improve their Compliance processes. Savvas has significant experience 

supporting clients in financial services, retail, pharma, manufacturing and technology sectors.

703-336-1674 

sgeorgopoulos@bdo.com

EDUCATION 
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Jorge has extensive experience in a wide range of functional and technical areas that include 

IT financial audit support, privacy & security advisory, IT risk management, cybersecurity, 

internal audit outsourcing/co-sourcing, data analytics, disaster recovery/business continuity, 

controls design, implementation and testing, and project/program management. Additionally, 

he has more than 14 years of experience performing and leading service organization 

reporting examinations using AICPA standards.
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those years working for a Big Four firm. She focuses on Internal Audit, Sarbanes-Oxley 

compliance, data analytics, ITGC reviews, and contract compliance. 

Her experience and data analytics skill set allows her to analyze client system data for 

potential fraud, noncompliance of company policies, inefficient business processes, and 

excessive company costs. Shana is currently a member of the National Innovation team for 

RAS where she assists in the development of data analytic visualizations and automation 

solutions to help streamline SOX and internal audit procedures as well as provide continuous 

monitoring tools for clients.
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 Certified Internal Auditor
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Learning Objectives

At the conclusion of this session, attendees will be able to:

 Describe the key categories covered in an RPA program

 Define the benefits of RPA

 Describe potential risks when starting an RPA program

 Identify internal audit’s obligations related to setting an RPA program 
up for success
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Discussion Topics

 The Evolution of RPA

 Automation/RPA Program Framework

 RPA Risk Assessment

 RPA Risk and Controls
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RPA Overview and Evolution
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What Is Robotic Process Automation?

RPA is a type of software that mimics the activity of a human being in carrying 

out a task within a process. It can do repetitive stuff more quickly, accurately 

and tirelessly than humans, freeing them to do other tasks requiring human 

strengths, such as emotional intelligence, reasoning, judgement and adding 

value for customer.
LESLIE WILLCOCKS

Professor of Technology, Work, and Globalization

London School of Economics, Department of Management
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AUTOMATION TASKS

 Open email and attachments

 Log into web/enterprise applications

 Move files and folders

 Copy and paste

 Fill in forms

 Read and write to databases

 Scrape data from the web

 Connect to system APIs

 Make calculations

 Extract structured data from documents

 Collect social media statistics

 Follow “if/when“ decisions/rules

What Can RPA Do?

REPLACES
REPETITIVE TASKS

SYSTEMS
INTEGRATION

CONFIGURES
SOFTWARE TO 

AUTOMATE TASKS

INTERNET
INTERFACE WITH ANY 

WEBSITE DATA
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The Power 

of Automation

IMPROVED 

DECISION-MAKING

More than half of senior 

managers report that RPA 

helps them make better

decisions.

55%

EFFICIENCY

INCREASE

As many as 80% of your 

standard, rules-based 

processes can be automated 

using robots. As the volume 

of data grows by an estimated 

50% annually, RPA enables you 

to meet increasing workloads 

without increasing headcount.

80%

IMPROVED 

DATA ACCURACY

When properly 

implemented, RPA delivers 

99% data accuracy with zero 

errors. Robots can operate 

24x7 without getting tired or 

needing a break. 

99%

INCREASED 

BUSINESS CAPACITY

RPA frees up to 30% of an 

employee’s time that can 

be directed to more strategic 

activities with RPA accounting 

for 52% of business capacity 

in some organizations.

30%
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The Intelligent Automation Journey

13

Artificial intelligence and robotics are part of the same 

automation journey, building upon the traditional IT methods 

for automating manual processes. 

Artificial Intelligence

Systems that are adaptive and 

can autonomously carry out 

tasks without human 

intervention

Robotic Process 

Automation (RPA)

Automating labor-intensive, 

repetitive activities across 

multiple systems and interfaces 

by replicating user workflows 

at the presentation layer

Business Process 

Automation (BPA)

Reengineering existing 

business processes, by 

integrating systems

Intelligent Process 

Automation (IPA)

Combining RPA with artificial 

intelligence technologies learn 

over time and optimize 

workflows

Today Future

TECHNOLOGY STATE Current State Trending Future State

Macros and Scripts

Rules-based automation within 

a specific application

43% of all processes can be 

automated using classic RPA
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RPA Risk and Audit 

Considerations
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Adopting a Risk & Controls Framework with RPA

Getting risk & controls right from the onset of an RPA program standup is critically 

important to building and deploying bots in the most efficient and scalable manner

Functional Risk

 Business process controls

 Business process redesign

 Functional requirements

 Performance

 Methodology

Executive Risk

 Commitment

 Sponsorship

 Business objectives

 Organization priority

 IT asset management

Operational Risk

 Regulatory compliance

 Governance

 Operating effectiveness

 Business continuity and 

disaster recovery

 Monitoring/quality control

Technical Risk

 Methodology

 Configuration

 Testing

 Operational readiness

 Deployment

 Legacy system changes

 Information security

 Data and privacy 

security

Change Management Risk

 Planning

 Scope

 Integration oversight

 Decision Making

 Resource

BDO’s Risk & Controls Framework

 Internal Audit professionals also have a 

responsibility to understand risks introduced 

by RPA and ensure their firm’s controls are 

well designed and operating effectively to 

mitigate those risks

 Automation can certainly increase 

compliance and reduce risk if robot performs 

the task accurately and completely without 

bias or any variation. However, RPA can also 

introduce risk if appropriate controls are not 

in place and monitored. For instance, 

because RPA action is consistent, any error 

becomes a systemic and widespread issue 

across that business process and data set

 Internal Audit departments need to 

understand how the organization is using RPA 

and how that impacts its risk profile by 

thinking broadly about exposure across 

multiple categories of risk

DISCUSSION POINTS

FOR INTERNAL AUDIT

RPA 

Governance

Risk and 

Controls
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Enterprise Automation Program

Design, Develop & Deploy

Define Design | Docs Configure Test Deploy

Operational 

Controls Group

Finance & 

Accounting

LOBs

External

Service Providers

RPA Tool Providers

Vendor 

Management

Internal Audit

RPA Maintenance & Support

Scheduling
Monitoring & 

Reporting

Issue Management

Process Application

Intake & Prioritization

Demand Generation Opportunity Assessment
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Business Continuity/

Disaster Recovery

Infrastructure 

Capacity Mgmt

Automation

Standards

Enterprise Automation Strategy
Representative

Functions
1

2

3

4

Operational Risk 

Management

Automation Program Framework
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Our RPA Program Assessment Approach

Support Mode

PM Methodology

Governance Change 

Management & 

Organization

RPA Configuration

RPA Capabilities
2

R
P
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Measuring 

RPA and KPIs

Mode-of-Operation
3

4

5

Risk & 

Controls

RPA Strategy
1

WHAT capabilities exist to execute 

the RPA program
2

HOW RPA capabilities are organized3

HOW your RPA capabilities are 

operated on a daily basis

HOW you currently measure RPA 

impact and adoption; promote 

implementations

4

5

WHAT is the overall RPA Strategy 

and leadership sponsorship
1

An RPA assessment should encompass the following areas:

 Overall RPA Strategy

 The effectiveness of program’s operating 

and governance model

 How bots are configured

 How value is measured

 How risks are contemplated

An RPA Program Assessment 

evaluates the health condition 

of an RPA program.
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An RPA Program Risk Assessment involves the assessment of the current state control environment and the appropriateness and completeness of risk considerations 

for governing the enterprise implementation of their RPA program and governing individual robots.  The main outcome of the Assessment effort is to perform a risk 

evaluation, provide control design considerations and a implementation roadmap.

Approach and Roadmap for performing an RPA Risk Assessment

D
E
L
IV

E
R

A
B
L
E
S

STAGE

RPA Program Risk

Assessment

Current State Analysis Gap Assessment
Future State Risk 

Recommendations

Gap Analysis RPA Risks and 

Controls Matrix

Roadmap of RPA 

control design 

implementation

Project Kickoff

DELIVERABLE

Enterprise Risk 

Universe (RPA 

focused)

RPA Program Risk

Profile
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RPA Risk Framework (Illustrative)
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RPA Risk and Controls Matrix (Illustrative)
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Final Thoughts & Takeaways

Involve Internal Audit from the 

onset of an Automation/digital 

transformation program 

Intelligent Automation risks 

should be considered in addition 

to other types of IT related risks 

Risk Assessment should be a 

continuous process and an 

integral part of an Automation 

CoE 
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Questions?
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Thank you

SAVVAS GEORGOPOULOS

Managing Director

Analytics & Innovation

Risk Advisory Services

sgeorgopoulos@bdo.com

SHANA MCGEE

Director

Analytics & Innovation

Risk Advisory Services

smcgee@bdo.com

JORGE SANTIAGO-ESCOBAR

Director, Cloud Security 

& Infrastructure

BDO Digital

jsantiago-escobar@bdo.com

mailto:sgeorgopoulos@bdo.com
mailto:smcgee@bdo.com
mailto:jsantiago-escobar@bdo.com
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NOW AVAILABLE 

FOR DOWNLOAD

Internal Audit of the Future:

3 Areas Defining the Profession

in the Next 5 Years

www.bdo.com/IA-of-the-future 
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Join Us for 

Additional 

Events in the 

2023 Series!
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Upcoming 

Events
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About BDO USA 

At BDO, our purpose is helping people thrive, every day. 

Together, we are focused on delivering exceptional and 

sustainable outcomes — for our people, our clients and our 

communities. Across the U.S., and in over 160 countries through 

our global organization, BDO professionals provide assurance, 

tax and advisory services for a diverse range of clients. 

BDO is the brand name for the BDO network and for each of the 

BDO Member Firms. BDO USA, P.C., a Virginia professional 

corporation, is the U.S. member of BDO International Limited, a 

UK company limited by guarantee, and forms part of the 

international BDO network of independent member firms.

www.bdo.com

Material discussed is meant to provide general information and should not be acted on without professional advice tailored to your needs.

© 2023 BDO USA, P.C.  All rights reserved.
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