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the SEC to adopt rules to implement a number of
its provisions. Although the SEC still has a num-
ber of related rulemaking proposals on its agenda,
the Commission recently completed all of the rule-
making mandated by the Act. This letter covers
three of those recent rulemaking activities.

In what many believe is the most significant of all the
rulemaking driven by the Act, the SEC adopted rules that
will require companies to report annually on the effective-
ness of their internal controls and require auditors to attest
to management’s assessment. Although this requirement
will not take effect until 2004 at the earliest, it will require a
significant amount of effort, so companies that have not
already done so should begin their compliance efforts
immediately. In addition, certain aspects of the rules cov-
ering certifications in periodic reports were changed, and
these changes affect these reports now.

The Commission also adopted rules that direct the
national securities exchanges and associations to prohibit
the listing of the securities of an issuer that is not in com-
pliance with the standards for audit committees as set forth
in the Act. These rules, together with rules to be adopted
by the exchanges, set minimum standards for the inde-
pendence of audit committee members and require audit
committees to be directly responsible for the appointment,
compensation, retention, and oversight of the work of a
company’s auditors.

In addition, the Commission adopted rules prohibiting
an officer or director of an issuer, or any other person act-
ing under the direction thereof, from improperly influenc-
ing the issuer’s auditor. Much of the misconduct addressed
by the new rules generally would be subject to other pro-
visions of the securities laws and the Commission’s regu-
lations.

Internal Control Reporting

The Commission adopted new rules that implement Section
404 of the Act, which requires the SEC to adopt rules requir-
ing management to evaluate and report on the effectiveness
of a company’s internal controls in each annual report.
Section 404 also requires a company to engage its auditor
to examine management’s evaluation and provide an audi-
tor's attestation report in each annual report. These new
rules, which are outlined in Release 33-8238, require the
following:

e Management to report on a company’s internal controls
in each annual report;

e A company’s auditors to issue a report attesting to
management’s annual assessment of the company’s
internal controls;

e Management to disclose, each quarter, material changes
during the quarter in internal controls (this is a modifica-
tion of the previous requirement for management to



disclose significant changes in

internal controls that occurred

subsequent to the date of their
evaluation);

e Management to evaluate and
report on the company’s disclo-
sure controls and procedures as
of the end of each quarter (this is a
modification of the previous
requirement for management to
perform this evaluation as of a
date within 90 days of the filing
date of each periodic report);

e Wording changes to the Section
302 certifications to conform
them to the revised controls
evaluation and reporting require-
ments;

e Section 302 certifications to be
filed as exhibits (previously,
these certifications were pro-
vided immediately after the sig-
natures in periodic reports); and

e Section 906 certifications to be
furnished as exhibits (previously,
there were no rules specifying
how these certifications were to
be provided, and they were pro-
vided in a variety of ways).

In response to the many com-
ments the SEC received on its
October 2002 proposal, the final
rules reflect several changes. Some
of the more significant changes are:
o Delayed effective date — In recognition

of the considerable amount of
work required to implement the
rules, for most companies they
will take effect at a later date
than had been proposed. The
SEC had proposed that the
requirements for a management
report on internal control and an
auditor attestation report would
apply to calendar year compa-
nies in their 2003 annual reports.
The final rules will require large
domestic calendar year compa-
nies to provide these reports in
their 2004 annual reports and
other companies to provide them
in their 2005 annual reports.

e De¢finition clarified — The internal
controls covered by the rules
have been defined in a manner
that more closely follows the
definition used by the Commit-
tee of Sponsoring Organizations
of the Treadway Commission in
its 1992 report (the COSO
Report). The final rules use the
term “internal control over finan-
cial reporting.” This new term is
defined to include controls that
pertain to maintenance of
records, recording of transac-
tions, and safeguarding of assets.
Controls pertaining to efficiency
of operations and compliance
with laws are not included in the
definition of internal control over
financial reporting.

e Established framework required — The
final rules require management
to make its internal control eval-
uation using a suitable, recog-
nized control framework that has
been established by a body or
group that followed due process
procedures in establishing the
framework. In addition, the
report on internal controls must
identify the framework used.

e Less quarterly evaluation work re-
quired — The proposed rules sug-
gested that a full evaluation and
management report on internal
control would be required each
quarter. The final rules do not
require a quarterly report. They
require only that management
evaluate any changes in internal
control that occurred during the
quarter (including the fourth
quarter) and disclose those
changes that have materially
affected or are reasonably likely
to materially affect the com-
pany’s internal control over
financial reporting.

The rules apply to companies
that file reports pursuant to Section
13(a) or 15(d) of the Exchange Act.
Accordingly, the rules apply to small

business issuers and foreign private
issuers. Although registered invest-
ment companies (other than small
business investment companies) are
subject to new rules requiring them
to maintain internal control over
financial reporting, they are not sub-
ject to the new internal control eval-
uation and reporting requirements.

The new rules are reflected in
amendments to:

e The following Exchange Act peri-
odic report forms: Forms 10-K,
10-KSB, 20-F, 40-F, 10-Q, and
10-QSB (but not Form 11-K);

e Regulations S-K and S-B (Item
307 was amended, a new Item
308 was created, and new exhi-
bits were added to Item 601);

e Exchange Act rules, principally
Rules 13a-14, 13a-15, 15d-14, and
15d-15; and

e [nvestment Company Act rules
and Form N-CSR.

In the amendments to Forms 10-K
and 10-KSB, the Commission re-
designated Item 14, Controls and
Procedures, as new Item 9A of Form
10-K and Item 8A of Form 10-KSB.

Evaluation and Reporting
Requirements

New Exchange Act Rules 13a-15(c)
and 15d-15(c) require the manage-
ment of each issuer, other than a
registered investment company, to
evaluate, with the participation of
the issuer’s principal executive and
financial officers, the effectiveness
of the issuer’s internal control over
financial reporting as of the end of
each fiscal year. The evaluations
must be based on a framework that
is a suitable, recognized control
framework that has been estab-
lished by a body or group that has
followed due process procedures,
including a broad distribution of the
framework for public comment. The
COSO framework will satisfy the
SEC's criteria. However, the final
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rules do not mandate the use of a
particular framework.

New Exchange Act Rules 13a-15(d)
and 15d-15(d) require management
to evaluate any change in the
issuer’s internal control over finan-
cial reporting that occurred during
each fiscal quarter (including the
fourth quarter) that has materially
affected, or is reasonably likely to
materially affect, the issuer’s inter-
nal control over financial reporting.
Foreign private issuers need to per-
form this evaluation only on an
annual basis.

The rules do not specify the
methods for or procedures to be per-
formed in evaluating internal control
over financial reporting. However,
the new rules state that in conduct-
ing the evaluation and developing an
assessment of the effectiveness of
internal controls, a company must
maintain evidential matter, including
documentation, to provide reason-
able support for management’s con-
clusions. In addition, the release
states that inquiry alone will not pro-
vide an adequate basis for manage-
ment’s assessment. The assessment
must be based on procedures suffi-
cient to both:

e [Evaluate the design of the con-
trols and
e Test their operating effectiveness.

While non-management person-
nel may perform this work, manage-
ment must actively supervise the
entire process.

The SEC’s independence rules
prohibit a company from relying on
its auditors to perform the evalua-
tion of the effectiveness of internal
controls. However, an auditor may
assist its client in many ways with
the work required to comply with the
rules. For example, auditors may:

e Assist management in docu-
menting internal controls;

e Provide software templates to
help document controls or per-
form statistical sampling;

e Note areas where management
might wish to improve controls;
and

e Make suggestions to improve
tests of controls.

However, it is management who
must perform the evaluation. Man-
agement must:

e Perform the evaluation and test-
ing;

e Exercise its own judgment in
performing the analysis;

e Make all final decisions; and

e Be “in charge” of the work being
done.

Amendments to Forms 10-K and
10-KSB require companies to in-
clude in their annual reports a report
of management on the company’s
internal control over financial report-
ing. The requirements for this report
are outlined in new Item 308 of
Regulations S-K and S-B. New com-
panion rules in Forms 20-F and 40-F
contain the same requirements. The
report must include:

e A statement of management’s
responsibility for establishing and
maintaining adequate internal
control over financial reporting;

e A statement identifying the
framework used by management
to evaluate the effectiveness of
the company’s internal control
over financial reporting;

e Management's assessment of the
effectiveness of the company’s
internal control over financial
reporting as of the end of the
company’s most recent fiscal
year, including a statement as to
whether or not the company’s
internal control over financial
reporting is effective; and

e A statement that the registered
public accounting firm that
audited the company’s financial
statements has issued an attes-
tation report on management’s
assessment of the company’s
internal control over financial
reporting.

With regard to management’s
assessment of the effectiveness of
the company’s internal controls:
¢ A negative assurance statement

indicating that nothing has come
to management’s attention to
suggest that the company’s in-
ternal control over financial re-
porting is not effective will not
be acceptable;

e The report must include disclo-
sure of any material weaknesses
in the company’s internal control
over financial reporting;

e Management is not permitted to
conclude that the company’s
internal control over financial
reporting is effective if there are
one or more material weak-
nesses;

e [tisthe Commission’s judgment
that an aggregation of significant
deficiencies could constitute a
material weakness.

The rules do not specify where
the internal control report must
appear in the company's annual
report. However, the SEC expects
that companies will choose to place
the report near the MD&A disclosure
or in a portion of the document
immediately preceding the financial
statements.

New Item 308(c) of Regulations
S-K and S-B requires disclosure of
material changes in internal control
over financial reporting that have
occurred during a quarter (including
the fourth quarter). However, the
rules do not require a quarterly
report on the effectiveness of a com-
pany’s internal controls.

New Item 308(b) of Regulations
S-K and S-B (and related Items in
Forms 20-F and 40-F) requires a
company to file the registered pub-
lic accounting firm's attestation
report on management’'s assess-
ment of the company’s internal con-
trols as part of the annual report.
Section 404 of the Act stipulates that
the attestation cannot be the sub-
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ject of a separate engagement.
Accordingly, new Rule 2-02(f) of Reg-
ulation S-X requires auditors who
issue a report on a registrant’s finan-
cial statements included in an
annual report to also issue a report
attesting to management's assertion
regarding the internal controls. The
rule also specifies the technical
requirements for the auditor’s attes-
tation report. The attestation report
may be separate from the accoun-
tant’s report.

The attestation standards audi-
tors must follow are those adopted
in April 2003 by the Public Company
Accounting Oversight Board (PCAOB)
on a transitional basis. Those stan-
dards are contained in Section AT
501 of the Codification of State-
ments on Standards for Attestation
Engagements, Reporting on an Entity's
Internal Control Over Financial Reporting.

Observations — The PCAOB has
made adopting a new standard covering
these engagements a high priority, and it
appears likely that new standards will be in
place before auditors are required to perform
these engagements.

Since auditing standards have not pre-
viously required auditors to evaluate inter-
nal controls to this extent, it is likely that
this requirement will add substantial time
to most audits.

Definition of Internal Control
Over Financial Reporting

New Exchange Act Rules 13a-15(f)
and 15d-15(f) define internal control
over financial reporting as “a process
designed by, or under the supervi-
sion of, the issuer’s principal execu-
tive and principal financial officers,
or persons performing similar func-
tions, and effected by the issuer's
board of directors, management and
other personnel, to provide reason-
able assurance regarding the relia-
bility of financial reporting and the
preparation of financial statements
for external purposes in accordance

with generally accepted accounting

principles and includes those poli-

cies and procedures that:

e Pertain to the maintenance of
records that in reasonable detail
accurately and fairly reflect the
transactions and dispositions of
the assets of the issuer;

e Provide reasonable assurance
that transactions are recorded as
necessary to permit preparation
of financial statements in accor-
dance with generally accepted
accounting principles, and that
receipts and expenditures of the
issuer are being made only in
accordance with authorizations
of management and directors of
the issuer; and

e Provide reasonable assurance
regarding prevention or timely
detection of unauthorized acqui-
sition, use or disposition of the
issuer’s assets that could have a
material effect on the financial
statements.”

The definition is consistent with
the description of internal account-
ing controls in Exchange Act Section
13(b)(2)(B).

The SEC's rules adopted in
August 2002 to implement Section
302 of the Act require a company’s
principal executive and financial
officers to certify on a quarterly
basis as to their responsibility for
establishing and maintaining dis-
closure controls and procedures
and their evaluation of the effec-
tiveness of those controls and pro-
cedures. Disclosure controls and
procedures are defined as “controls
and other procedures of an issuer
that are designed to ensure that
information required to be dis-
closed ... is recorded, processed,
summarized and reported, within
the time periods specified ....”

The SEC believes that there is
substantial overlap between a com-

pany’s disclosure controls and pro-
cedures and its internal control over
financial reporting. The Commission
also believes that there are elements
of each definition that are not sub-
sumed by the other. Disclosure con-
trols and procedures cover a broader
range of information than covered
by a company’s internal control over
financial reporting. Therefore, some
disclosure controls (e.g., those relat-
ed to non-financial information
included in public reports) would
not be part of a company’s internal
control over financial reporting.
Other disclosure controls and pro-
cedures, such as controls that pro-
vide reasonable assurance that
transactions are recorded as neces-
sary to permit preparation of finan-
cial statements in accordance with
GAAP, are also components of inter-
nal control over financial reporting.
However, some of an issuer’s inter-
nal controls that pertain to accurate
recording of transactions and safe-
guarding of assets might not be part
of a company’s disclosure controls
and procedures.

Observations — Regarding the ques-
tion of whether a control that is part of a
company's internal control over financial
reporting is also part of its disclosure controls
and procedures, the release discusses exam-
ples of safeguarding controls such as requir-
ing dual signatures on checks or limiting the
signature authority on checks. It states that
a company with such safeguarding controls
could determine that those controls are not
part of disclosure controls and procedures.
Conversely, a safeguarding control that
might also constitute an element of a com-
pany’s disclosure controls and procedures
might be physical security controls over
inventory, which are discussed in footnote 57
in the release. If management relies on this
safeguarding control to achieve financial
reporting that is in accordance with GAAP,
the control will also be an element of the com-
pany’s disclosure controls and procedures.
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Applicability to Various Types
of Issuers

Small business issuers — The rules
apply to small business issuers. As
discussed below, the Commission
adopted a later compliance date for
these issuers.

Foreign private issuers — The rules
apply to foreign private issuers. As
discussed below, the Commission
also adopted a later compliance date
for these issuers. In addition, foreign
private issuers are not required to
file quarterly reports. Therefore, the
requirement to disclose changes in
internal controls each quarter does
not apply to them. These issuers
need only disclose in the annual
report the material changes to inter-
nal controls that have occurred dur-
ing the period covered by the annual
report.

Asset-backed issuers — The rules do
not apply to issuers of asset-backed
securities.

Bank and thrift holding companies —
Such companies that are required to
file reports under the Exchange Act
are subject to the new internal con-
trol reporting requirements. How-
ever, since many bank and thrift
holding companies file internal con-
trol reports with the FDIC, the rules
give these companies the option of
preparing a single management
report that satisfies both the FDIC's
and the SEC's requirements. The
report must contain specific state-
ments, which are listed in the re-
lease, that address both the SEC's
and the FDIC's requirements. In
addition:

e The company must provide the
required auditor's attestation
report and

e For purposes of the internal con-
trol report and the attestation
report, financial reporting must

encompass both financial state-
ments prepared in accordance
with GAAP and those prepared
for regulatory reporting purposes.

Registered investment companies —
Section 404 of the Act does not
apply to registered investment com-
panies. However, the rules requiring
a company’'s management to estab-
lish and maintain internal control
over financial reporting do apply to
registered investment companies
(other than small business invest-
ment companies) beginning in fiscal
years ending on or after June 15,
2004. The rules and forms that im-
plement the Section 302 certifica-
tions for registered investment com-
panies have been amended to
conform to the amendments adopt-
ed for operating companies.

Changes in Certification

Requirements

The rules and forms implementing

Section 302 certifications have been

amended to conform those require-

ments with the changes outlined
above. The changes are as follows:

e The officers must certify as to
their responsibility for establish-
ing and maintaining both disclo-
sure controls and procedures and
internal control over financial
reporting.

¢ The officers must certify that they
have designed the registrant’s
internal control over financial
reporting (or caused such inter-
nal control over financial report-
ing to be designed under their
supervision) to provide reason-
able assurance regarding the reli-
ability of financial reporting and
the preparation of financial state-
ments for external purposes in
accordance with GAAP.

e The officers must certify that
they have evaluated the effec-
tiveness of the registrant’s dis-
closure controls and procedures

and reported those conclusions

as of the end of the period covered by

the report. (This is a modifica-
tion of the previous requirement
for management to perform this

evaluation as of a date within 90

days of the filing date of each

periodic report. The evaluation
date was not changed for regis-
tered investment companies.)

e The officers must certify that
they have disclosed any change
in the company’s internal control
over financial reporting that
occurred during the company's most
recent fiscal quarter that has mate-
rially affected, or is reasonably
likely to materially affect, the reg-
istrant’s internal control over
financial reporting. (This is a mod-
ification of the previous require-
ment for officers to certify that
they have disclosed significant
changes in internal controls that
occurred subsequent to the date of
their evaluation.)

The SEC also adopted rules
requiring companies (including for-
eign private issuers and investment
companies) to provide the CEO and
CFO certifications required by Sec-
tions 302 and 906 of the Act as exhi-
bits to the periodic reports to which
they relate. The amendments permit
companies to “furnish” rather than
“file” the Section 906 certifications.
The Section 302 certification will be
added as exhibit number 31 in the
Regulation S-K and S-B Item 601
exhibit table; the Section 906 certifi-
cation will be exhibit number 32.
Section 906 exhibits will be subject
to the signature requirements of
Regulation S-T. As a result, compa-
nies will be required to retain a man-
ually signed signature page or other
authenticating document for a five-
year period. In the event that the
EDGAR system is not updated by
the effective date, companies should
submit both the Section 302 and 906
certifications as Exhibit 99.
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Observations — With respect to Form
11-K annual reports filed by benefit plans,
it is clear that Section 302 certifications are
not required. However, it is not clear whether
the Section 906 certification requirements
apply. We understand that the SEC staff
has informally indicated that it believes that
benefit plans are issuers and that Section
906 certifications are required in Form 11-K
filings. The Commission is consulting with
the Department of Justice on this and is con-
sidering taking additional action.

Effective Dates and Transition
The SEC delayed the effective dates
for the evaluation and reporting on
internal controls in view of the effort
required for companies and auditors
to be in a position to meet these
requirements. The Commission had
proposed that this be required in
annual reports for fiscal years end-
ing on or after September 15, 2003.
The final effective dates for the rules
requiring companies to evaluate and
report on internal control over finan-
cial reporting and provide an audi-
tor's attestation report in their
annual reports are as follows:

e Companies that meet the defini-
tion of an “accelerated filer”
(generally U.S. companies that
have an equity market capital-
ization of over $75 million and
have filed an annual report with
the SEC) will first be required to
do so in their annual reports for
fiscal years ending on or after
June 15, 2004.

e All other issuers, including for-
eign private issuers and small
business issuers, will be required
to do so in annual reports for fis-
cal years ending on or after April
15, 2005.

Observations — n a recent speech given
by Scott Taub, Deputy Chief Accountant of
the SEC, Mr. Taub urged companies to rec-
ognize the effort required and begin immedi-
ately, stating, “The need to document the
existing internal controls, consider whether
other controls should be added, and design

and perform tests of controls indicates that a
lot of time is necessary in order for manage-
ment to be in a position to conclude as to the
effectiveness of the company's internal control
over financial reporting. Please do not use the
extension of the compliance date as a reason
to relax, take your eye off the ball, or other-
wise not make use of the extra time you've
been given. We listened to your concerns
about timing, and we believe we've done our
part to ensure an effective and smooth imple-
mentation of the rules, which is in the best
interests of investors. If you don’t take advan-
tage of this extra time to work on the imple-
mentation, you will not have done your part
for investors.”

The requirement to evaluate
changes in internal control over
financial reporting on a quarterly
basis is effective for a company’s
first quarterly report after the first
annual report required to include a
management report on internal con-
trol over financial reporting. This
requirement must be distinguished
from the requirement to report signif-
icant changes in internal control
over financial reporting on a quar-
terly basis if such changes are iden-
tified. The requirement to report
such changes has been in effect for
filings since August 29, 2002, pur-
suant to Item 307(b) of Regulations
S-K and S-B. (Even though no for-
mal evaluation of internal control
over financial reporting has been
required, registrants might identify
such changes through their evalua-
tions of disclosure controls and pro-
cedures or other means.) The re-
quirement was changed to require
reporting on significant changes
during a quarter (rather than after the
evaluation date) and was relocated
to Item 308(c) of Regulations S-K
and S-B. This change in the internal
control changes to be reported is
effective for periodic reports due on
or after August 14, 2003 (even if the
report is filed prior to that date).

The following rule changes also
apply in periodic reports due on or

after August 14, 2003 (even if the

report is filed prior to that date):

e The requirement for manage-
ment to evaluate and report on
disclosure controls and proce-
dures as of the end of the period
covered by the report (vs. as of a
date within 90 days of the filing
date);

e The requirement to change the
wording of the Section 302 certi-
fications to conform them to the
revised controls evaluation and
reporting requirements, with cer-
tain exceptions; and

e The requirements to file Section
302 certifications and furnish
Section 906 certifications as
exhibits.

As indicated above, there are cer-
tain exceptions to the requirement
to change the wording of the Section
302 certifications to conform them
to the revised controls evaluation
and reporting requirements. To ac-
commodate the different compli-
ance dates, a company's certifying
officers may temporarily modify the
content of their Section 302 certifi-
cations to omit the references to
internal control over financial report-
ing matters that have a delayed
effective date. In that regard, the cer-
tifications may temporarily omit the
references to (i) responsibility for
establishing and maintaining inter-
nal control over financial reporting
and (ii) having designed the regis-
trant’s internal control over financial
reporting to provide reasonable
assurance regarding reliable finan-
cial reporting. These portions of the
certifications must be provided
when the internal control evaluation
and reporting requirements become
effective.

Observations — While the extended
compliance dates give companies time to pre-
pare for reporting on internal control over
financial reporting, we agree with Mr.
Taub’s remarks quoted above indicating that
complying will require significant effort and
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that companies should begin immediately.

[n addition to ensuring that a company is

in position to comply with the rules, starting

immediately may also provide practical ben-
efits. We expect that this effort will enable
many companies to identify and implement
changes in their internal controls to
strengthen them. Also, identifying significant
deficiencies and material weaknesses early
gives a company time to correct them before
the evaluation date and reduces the risk that

a company may need to report that its inter-

nal controls are not effective.

The steps a company should take to
meet the new requirements are discussed
below.

1. Commit the Necessary Time and
Resources

A company should begin by making the
project a high priority and assigning senior
level management personnel to lead the
effort. A company may find it helpful to
establish a committee that will be responsi-
ble for executing the process of documenting,
testing, and evaluating the company'’s inter-
nal control over financial reporting. If the
company has already established a disclo-
sure committee that is responsible for evalu-
ating disclosure controls and procedures, that
committee's responsibilities could be extended
to include those related to internal control
over financial reporting. Like the disclosure
committee, the internal control committee
should report to senior management, includ-
ing the certifying officers.

A company must also realistically esti-
mate the time and resources that will be
required. In that regard:

o In most cases, the effort required will be
significant. In an informal survey con-
ducted by Financial Executives Inter-
national in May, respondents indicated
“that their company employees would be
spending an average of 6,700 hours
evaluating and enhancing corporate
internal controls this year, and that they
expected additional spending averaging
$480,000 for such things as evaluation
software, outside consulting and
employee training.” The results are
based on 83 responses from public com-

panies with annual sales revenue aver-

aging S3.27 billion. (These costs do not

include amounts to be paid to auditors
for their attestation.)

e In addition to having sufficient available
time, the people who will perform the
work must have the appropriate skills
and training.

A company should decide whether it has
sufficient internal resources to handle the job
or whether external resources will also be
needed. Although many qualified service
providers are available to participate in these
efforts, the demand for their services is cur-
rently quite strong.

Whether a company performs the work
itself or uses an outside service provider, it
should review the approach to be taken and
the work to be performed with its auditor to
ensure that it will provide an appropriate
basis for the auditor to provide an attesta-
tion report.

2. Select a Suitable Internal Con-
trol Framework

The model recommended by COSO is
the one that seems to be most widely recog-
nized. The COSO manual entitled Internal
Control — Integrated Framework and
related tools can be purchased from the
[nstitute of Internal Auditors (1IA) for S33
per copy. The 1IA can be reached at
www.theiia.org or 1-877-867-4957.

3. Identify and Document Existing
Controls

In performing this step, a company
should build on its existing documentation
of internal controls, including its documen-
tation of the disclosure controls that man-
agement determines are part of internal con-
trol over financial reporting.

4. Evaluate Design Effectiveness of
Controls

If the company has not established effec-
tive controls to achieve a particular objective,
it must design and install effective controls.

5. Design and Perform Tests to
Evaluate Operating Effectiveness of
Controls

In this step, a company should deter-
mine whether the controls it has established
are operating as intended. Again, the work

already being performed to evaluate the oper-
ating effectiveness of the company'’s disclo-
sure controls and procedures should be uti-
lized where those controls overlap with the
company's internal control over financial
reporting.

6. Evaluate Controls and Imple-
ment Changes

As a result of the evaluation and testing
described above, management should be in
a position to assess whether existing controls
are adequate to provide reasonable assurance
regarding the reliability of financial report-
ing and the preparation of financial state-
ments for external purposes in accordance
with GAAP. Where weaknesses or deficien-
cies exist, a company should implement
changes and subsequently test the changed
or additional controls before the date of the
first year-end evaluation upon which the
company must report externally.

7. Monitor Existing Controls and
Material Changes

Management must also establish proce-
dures for monitoring the effectiveness of exist-
ing controls, identifying and documenting
changes, and evaluating the materiality of
the changes on a quarterly basis.

Listed Company Audit
Committees

In Release 33-8220, the SEC adopted
rules to implement Section 301 of
the Act. The rules direct the national
securities exchanges and associa-
tions to prohibit the listing of the
securities of an issuer that is not in
compliance with the standards for
audit committees as set forth in the
Act. The Commission adopted the
rules substantially as proposed.

The rules apply to issuers whose
securities are listed on a national
securities exchange or association
(e.g., the NYSE, AMEX, and Nasdaq),
all of which are referred to as
“exchanges” in this letter. Interdealer
quotation systems, such as the OTC
Bulletin Board, the Pink Sheets, and
the Yellow Sheets, are not affected
by the rules.
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The rules apply to most types of
listed securities, including equity
securities, debt securities, and deriv-
ative securities.

The rules apply to both domestic
and foreign issuers (including small
business issuers). The rules also
apply to investment companies, al-
though they have been tailored to
reflect certain unique aspects of
investment companies’ organiza-
tional structures and safeguards
already provided by the Investment
Company Act. Several provisions,
applicable only to foreign private
issuers, have been included to
address the special circumstances of
particular foreign jurisdictions.

The rules apply to audit commit-
tees. Under Section 3(a)(58) of the
Exchange Act, as added by Section
205 of the Act, the term “audit com-
mittee” is defined as:

e A committee (or equivalent body)
established by and among the
board of directors of an issuer for
the purpose of overseeing the
accounting and financial report-
ing processes of the issuer and
audits of the financial state-
ments of the issuer; and

e [f no such committee exists with
respect to an issuer, the entire
board of directors of the issuer.
The Commission designed its

rules to complement expected
changes to the exchanges’ rules.
The exchanges recently reviewed
their corporate governance stan-
dards, including their audit com-
mittee rules, and have proposed
changes to their rules to provide
more demanding standards for audit
committees. In some cases, the pro-
posed exchange rules are more
stringent than the SEC’s require-
ments discussed below.

Listing Standards
Under the rules, the issuer’s audit
committee must meet five standards

for the issuer’'s securities to be
listed:

1. Independence — Each member of
the audit committee must be inde-
pendent as defined by the Act. The
rules contain two basic criteria for
evaluating independence: (1) com-
pensation and (2) affiliate status.

Under the rules related to com-
pensation, a member may not re-
ceive, either directly or indirectly,
any compensation from the com-
pany other than in his or her capac-
ity as a member of the board and its
committees.

A member is barred from accept-
ing any direct consulting, advisory,
or other compensatory fee from the
issuer or an affiliate of the issuer,
other than in the member’'s capac-
ity as a board member. (Compen-
satory fees do not include the
receipt of fixed payments for prior
service under a retirement plan of
the issuer.)

Indirect compensation includes
compensation paid to spouses and
children. It also includes payments
accepted by an entity in which the
member is a partner, member, offi-
cer, or holds a similar position if that
firm provides accounting, consult-
ing, legal, investment banking, or
financial advisory services to the
issuer or any subsidiary. The rules
do not preclude independence on
the basis of other ordinary course of
commercial business relationships
between the company and an entity
with which a director has a relation-
ship. (The exchanges’ standards of
independence may prohibit such
relationships.) The rules also apply
only to current relationships with
the audit committee member and
related persons. (The exchanges’
standards of independence may pro-
hibit past relationships.)

A member also must not be an
affiliated person of the issuer or any
of its subsidiaries. Executive officers,
directors who are also employees of

an affiliate, general partners, and
managing members of an affiliate
are deemed to be affiliates.

The terms “affiliate” and “affili-
ated person” are consistent with the
SEC’s definition of those terms
under the securities laws. An “affili-
ated person” is “a person that directly,
or indirectly through one or more
intermediaries, controls, or is con-
trolled by, or is under common con-
trol with, the person specified.”
“Control” is defined as “the posses-
sion, direct or indirect, of the power
to direct or cause the direction of
the management and policies of a
person, whether through the owner-
ship of voting securities, by contract,
or otherwise.”

The rules regarding affiliate sta-
tus provide a safe harbor. A person
who is not an executive officer or
10% shareholder of the issuer is
deemed not to control the issuer.
The ownership level specified in the
safe harbor does not create a pre-
sumption that a person with a higher
level of ownership is an affiliate.

2. Responsibilities Relating to Reg-
istered Public Accounting Firms — The
audit committee must be directly
responsible for the appointment,
compensation, retention, and over-
sight of the work of the auditor
engaged for the purpose of prepar-
ing or issuing an audit report or per-
forming other audit, review, or attest
services for the issuer, and the reg-
istered public accounting firm must
report directly to the audit commit-
tee. The audit committee must have
ultimate authority to retain the out-
side auditor, which includes the power
not to retain (or to terminate) the
outside auditor. In addition, the
audit committee must have ultimate
authority to approve all audit en-
gagement fees and terms.

The SEC had initially proposed
to exempt investment companies
from the requirement that the audit
committee be responsible for the
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selection of the independent audi-
tor. As a result of the new auditor
independence rules adopted in
January, audit committees of in-
vestment companies are now re-
quired to pre-approve all audit,
review, and attest engagements per-
formed by the independent auditor.
In order to conform to the new audi-
tor independence requirements, the
final rules require the audit commit-
tee of an investment company to
select the independent auditor.
Under Section 32(a) of the Invest-
ment Company Act, the indepen-
dent directors will be required to rat-
ify the selection.

3. Procedures for Handling Com-
plaints — The audit committee must
establish procedures for the receipt,
retention, and treatment of com-
plaints regarding accounting, inter-
nal accounting controls, or auditing
matters, including procedures for
the confidential anonymous sub-
mission by employees of concerns
regarding questionable accounting
or auditing matters. These rules are
often referred to as the “whistle-
blower” provisions. The rules do not
mandate specific procedures that
audit committees must establish.
The SEC expects that each audit
committee will develop procedures
that work best consistent with its
company’s individual circumstances.

4. Authority to Engage Advisors — The
audit committee must have the
authority to engage independent
counsel and other advisors as it
determines necessary to carry out its
duties.

5. Funding — The issuer must pro-
vide appropriate funding for the
audit committee to compensate the
outside auditors and any lawyers
and advisors it employs and to fund
ordinary administrative expenses of
the audit committee that are neces-
sary in carrying out its duties.

Exceptions to the

Independence Rules

The rules provide some general

exceptions to the independence

rules.

e For companies coming to market
for the first time, the rules re-
quire at least one member of an
issuer’'s audit committee to be
independent at the time of an
issuer’s initial listing, a majority
of independent members within
90 days, and a fully independent
committee within one year.

e The rules permit an audit com-
mittee member to sit on the
boards of directors of both an
issuer and an affiliate of the is-
suer if the committee member
otherwise meets the indepen-
dence requirements for each
entity.

e If a member of an audit commit-
tee ceases to be independent for
reasons outside the member's
control, the rules permit the
member to remain on the audit
committee until the earlier of the
issuer’s next annual sharehold-
ers’ meeting or one year from the
occurrence of the event that
caused the member’s indepen-
dence to be impaired.

The rules also provide foreign
private issuers with a number of
exceptions to the independence
rules to accommodate the different
legal requirements of some foreign
jurisdictions:

e A foreign private issuer’s audit
committee may include an em-
ployee as a member, as long as
he or she (i) is not an executive
officer of the company and (ii) is
elected or named to the board of
directors or audit committee
pursuant to the issuer's govern-
ing law or documents, an em-
ployee collective bargaining
agreement, or other home coun-
try legal or listing requirements.

e A foreign private issuer’s audit
committee may include a mem-
ber who is an affiliate of the
company or a representative of
an affiliate if (i) the member has
only observer status on the com-
mittee (i.e., the member has no
voting power) and (ii) neither the
member nor the affiliate is an
executive officer of the company.

e A foreign private issuer’s audit
committee may include a mem-
ber that is a representative of a
foreign government that is an
affiliate of the foreign private
issuer if the member is not an
executive officer of the company.

e The independence rules also
accommodate foreign private
issuers that operate under a dual
holding company structure. The
rules permit a listed issuer to
designate one audit committee
for both companies so long as
each member of the audit com-
mittee is a member of the board
of directors of at least one of the
holding companies.

e [n addition to the exceptions
noted above, the rules allow the
Commission to exempt an audit
committee member from the
independence requirements as it
determines appropriate in light
of the circumstances.

General Exemptions

A number of general exemptions

from the rules were also provided:

e If anissuer has a class of securi-
ties that is listed on an exchange
and subject to its listing require-
ments, the listing of additional
classes of securities on the same
exchange or another exchange is
exempt from the rules.

e The listing of classes of non-
equity securities of a direct or
indirect consolidated subsidiary
of a listed issuer or an at least
50% beneficially owned sub-
sidiary is exempt from the rules.
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e Subject to certain conditions,
the listing of securities of a for-
eign private issuer is exempt
from the rules if the foreign pri-
vate issuer has a board of audi-
tors (or similar body) or has
statutory auditors that are gen-
erally required, to the extent per-
mitted by law, to meet the stan-
dards contained in the rules.

e The listing of a securities futures
product or a standardized option
is not subject to the rules.

o Asset-backed issuers, unit invest-
ment trusts, foreign govern-
ments, and issuers organized as
passive trusts or other unincor-
porated associations that do not
have a board of directors are
exempt from the rules.

The instructions to the rules
address potential conflicts between
the rules and the home country laws
of foreign private issuers. They clarify
that the rules do not conflict with
nor affect the application of any
requirement or ability under a listed
issuer's governing law or documents
or home country legal or listing pro-
visions that requires or permits
shareholders to vote on, approve, or
ratify any of the audit committee
requirements. To the extent permit-
ted by the issuer's home country
law, the audit committee should be
responsible for making recommen-
dations or nominations regarding
such matters.

Disclosure Requirements

The new rules also require certain
disclosures. New Item 401(i) of
Regulation S-K (as well as the com-
panion rules adopted for small busi-
ness issuers) requires an issuer to
include in its annual report the
names of each audit committee
member. If an issuer does not have
a separate audit committee, it must
state that the entire board of direc-

tors is acting as the audit commit-
tee. This information was previously
required only in proxy or informa-
tion statements where action is to
be taken with respect to the election
of directors.

In addition, an issuer that relies
on (1) certain of the exceptions to
the independence standards des-
cribed above, including those pro-
vided for foreign private issuers, or
(2) the general exemption from the
audit committee requirements pro-
vided for a foreign private issuer
that has a board of auditors or
statutory auditors must disclose
this fact in its annual report and its
proxy or information statement for
shareholders’ meetings at which
directors are elected. The disclosure
must include the issuer’s assess-
ment of whether, and if so, how,
such reliance would materially
adversely affect the ability of the
audit committee to act indepen-
dently and to satisfy the other
requirements of the rules.

The annual report disclosures
described above may be provided by
incorporating by reference to an
issuer’s proxy statement.

Enforcement

The rules do not establish specific
mechanisms for exchanges to
ensure that issuers comply with the
standards on an ongoing basis. They
direct the exchanges to require a
listed issuer to notify the applicable
exchange promptly after an execu-
tive officer of the issuer becomes
aware of any material noncompli-
ance with the requirements.

The rules require the exchanges
to provide appropriate procedures
for an issuer to have an opportunity
to cure any defects that would be
the basis for delisting the issuer’s
securities as a result of its failure to
meet the rules before imposition of
a delisting.

Updates of Other Rules

The rules update the existing disclo-
sure requirements in proxy and
information statements regarding
the independence of audit commit-
tee members to reflect the new rules
to be adopted by the exchanges. The
rules clarify that if the registrant
does not have a separate audit com-
mittee, the disclosure must be pro-
vided for all members of its board of
directors.

The rules also update the Com-
mission’s rules requiring audit com-
mittee financial expert disclosures,
which were adopted in January. As a
result, an issuer will evaluate the
independence of its audit commit-
tee financial experts using the
enhanced independence standards
that will be reflected in the rules to
be adopted by the exchange on
which its securities are listed. If an
issuer is not listed, it will make the
evaluation using the standards of an
exchange of its choice. In addition, a
foreign private issuer will be re-
quired to evaluate and disclose
whether its audit committee finan-
cial expert is independent. It will do
so using the same approach and
standards as a domestic issuer.

Effective Dates

The exchanges must adopt revised

listing standards as follows:

e They must submit proposed
rules or rule amendments that
comply with the requirements
no later than July 15, 2003.

e Final rules or amendments must
be approved by the SEC no later
than December 31, 2003.

Issuers must comply as follows:

e Issuers other than foreign pri-
vate issuers and small business
issuers must be in compliance
with the new listing rules by the
earlier of (i) their first annual
shareholders’ meeting after
January 15, 2004, or (ii) October
31, 2004.
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e Foreign private issuers and small
business issuers must be in
compliance with the new listing
rules by July 31, 2005.

Improper Influence on
Conduct of Audits

Section 303 of the Act makes it
unlawful for officers and directors of
an issuer, and persons under their
direction, to improperly influence
the auditor of the issuer’s financial
statements. To implement Section
303, the SEC adopted new Exchange
Act Rules 13b2-2(b) and (c). The
rules prohibit an officer or director
of an issuer, or any other person act-
ing under the direction thereof, from
directly or indirectly taking any ac-
tion to coerce, manipulate, mislead,
or fraudulently influence any inde-
pendent public or certified public
accountant engaged in the perfor-
mance of an audit or review of the
financial statements of that issuer if
that person knew or should have
known that such action, if success-
ful, could result in rendering such
financial statements materially mis-
leading. Much of the misconduct
addressed by the new rules generally
would be subject to other provisions
of the securities laws and the Com-
mission’s regulations. The new rules
are outlined in Release 34-47890.
The rules apply to officers and
directors and any “person acting
under the direction thereof.” The
term “officer” includes the company
“president, vice president, secretary,
treasurer or principal financial offi-
cer, comptroller or principal ac-
counting officer, and any person
routinely performing corresponding
functions.” The term also includes
the company’s chief executive offi-
cer and other executive officers.
“Any other person acting under the
direction thereof” encompasses a
broader category of people than

those under the supervision or con-

trol of an officer or director. Such

persons might include:

e Employees, customers, vendors,
or creditors who, under the
direction of the officer or direc-
tor, provide false or misleading
confirmations or other false or
misleading information to audi-
tors, or who enter into “side agree-
ments that enable an issuer to
mislead its auditor” and

e Partners or employees of an
accounting firm, such as consul-
tants or forensic accounting spe-
cialists retained by counsel for
the issuer, and attorneys, securi-
ties professionals, or other advi-
sors who, for example, pressure
an auditor to limit the scope of
the audit, to issue an unqualified
report on the financial state-
ments when such report would
be unwarranted, to not object to
an inappropriate accounting
treatment, or not to withdraw a
report on the company’s finan-
cial statements.

The rules apply when an auditor
is “engaged in the performance of an
audit.” This includes the profes-
sional engagement period and any
other time the auditor is called upon
to make decisions or judgments
regarding the issuer's financial state-
ments. This includes the period
when negotiations for retention of
the auditor take place. It also
includes the period subsequent to
the professional engagement period
when the auditor is considering
whether to issue a consent to the
use of a prior year’s audit report.

Under new Rule 13b2-2(b)(2),
actions that improperly influence an
auditor include, but are not limited
to, actions taken to coerce, manipu-
late, mislead, or fraudulently influ-
ence an auditor to:

e [Issue or reissue a report on an
issuer's financial statements that
is not warranted in the circum-
stances due to violation of gen-

erally accepted accounting prin-

ciples, generally accepted audit-

ing standards, or other profes-
sional standards;

e Not perform an audit, review, or
other procedures required by
generally accepted auditing stan-
dards or other professional stan-
dards;

e Not withdraw an issued report;
or

e Not communicate matters to an
issuer's audit committee.

In the discussion in the release,
the Commission lists types of con-
duct that it believes might constitute
improper influence. They include,
but are not limited to, directly or
indirectly:

e Offering or paying bribes or
other financial incentives, in-
cluding offering future em-
ployment or contracts for non-
audit services;

e Providing an auditor with inaccu-
rate or misleading legal analysis;

e Threatening to cancel or cancel-
ing existing non-audit or audit
engagements if the auditor ob-
jects to the issuer's accounting;

e Seeking to have a partner re-
moved from the audit engage-
ment because the partner ob-
jects to the issuer's accounting;

e Blackmailing; and

e Making physical threats.

The discussion in the release
also states that the Commission
does not intend to hold any party
accountable for honest and reason-
able mistakes or to sanction those
who actively debate accounting or
auditing issues.

The rules took effect June 27,
2003.

Observations — If an issuer identifies
violations or potential violations of these
rules, it should also consider the implications
under other provisions of the securities laws
and other Commission regulations. In that
regard, under other recently adopted Com-
mission rules:

e An attorney appearing and practicing
before the Commission is required to
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report material violations of laws “up the For Further Information Lee Graul (lgraul@bdo.com)

ladder” within an issuer. ; Id like further inf ) (312) 616-4667
o Companies that have adopted a code of It you would like turther information

ethics will need to consider what actions or to discuss the implications of Jeff Lenz (jlenz@ bdo.com)

they must take if the conduct violates these rules, please contact the BDO (312) 616-3944

that code. Seidman, LLP engagement partner

In addition, auditors will need to con- serving you or one of the following Wayne Kolins (wkolins@ bdo.com)
sider their responsibilities under Section 10A partners: (212) 885-8595

of the Exchange Act, which requires them to
report likely illegal acts to management and
assure that the issuer's audit committee is
informed of the act.

The SEC’s Releases

Below are links to the SEC’s proposing and adopting releases covering the new rules discussed in this letter.

Internal Control Reporting:
Final Rule — Release 33-8238, Management's Reports on Internal Control Over Financial Reporting and Certification of
Disclosure in Exchange Act Periodic Reports
(http://www.sec.gov/rules/final/33-8238.htm)
Proposed Rule — Release 33-8138, Disclosure Required by Sections 404, 406 and 407 of the Sarbanes-Oxley Act of 2002
(http://www.sec.gov/rules/proposed/33-8138.htm)

Listed Company Audit Committees:
Final Rule — Release 33-8220, Standards Relating to Listed Company Audit Committees
(http://www.sec.gov/rules/final/33-8220.htm)
Proposed Rule — Release 33-8173, Standards Relating to Listed Company Audit Committees
(http://www.sec.gov/rules/proposed/34-47137.htm)

Improper Influence on Conduct of Audits:
Final Rule — Release 34-47890, Improper Influence on Conduct of Audits
(http://www.sec.gov/rules/final/34-47890.htm)
Proposed Rule — Release 34-46685, Improper Influence on Conduct of Audits
(http://www.sec.gov/rules/proposed/34-46685.htm)

Material discussed in this Financial Reporting newsletter is meant to provide general information and should not be
acted upon without first obtaining professional advice appropriately tailored to your individual facts and circumstances.

12 COPYRIGHT 2003, BDO SEIDMAN, LLP



