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Enrollment

NEW USER
The following information describes the most typical experience when accessing BDO » Inthe email invitation, click on the "Get Started" button. You may log in or create
USA hosted services for the first time. an account using the same email address that received the invitation.
. 3 . You are invited 1o setup your new account for BO:OD LISA vt & B
Email invitation

s B33 Tom ., L L (D i e T o

These next steps should be done from your computer, not your mobile device.

> To utilize and collaborate with BDO USA provided services, such as Client Portals UPDATE
or background checks or restricted entities, you will receive an email invitation to
set up your account
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You are invited to setup your new account for BDO USA - Greetings, As previously communicated, BDO is Sppicyions. InCiuding Clend porish. pag -0l
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CREATING AN ACCOUNT

> If you do not have an existing Microsoft Account (personal) or Azure AD/O365
Account (work or school), you will need to create an account following the
Microsoft account creation wizard.

LYY
BE Microsoft &2 Microsoft

- 3 as"R Sy com
Create account
Ltk il yaiiy OR v B BECOURT Wall Ll We'll # Create a passwcrd
Credie o Tof you utng & lnl—HﬂFI—_mm

Enter the password you would like to use with your
account
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> After providing a password, you will need to prove your identity by entering a
code that will be sent to your email address. Enter the code and click “Next".
You may also subscribe to Microsoft promotional emails, as well as read

Microsoft's Terms of Service here.

BE Microsoft
4+ usen@emald.com

Verify email

the oode we sent o udeniPemall.com. If you b
et the email. check youl punk lolder of try

Ens

o | would ke information, tps, and offers about
Warredoft peodudls 3nd Sernies.

SR Mewl =atas 50y agree o T B
T

o] e e iy gl

Verify your emall address

o

WE - Microsoft account team
L ppass . com

Microsoft account

Verify your email address

T finish satting up your Microsoft account. w just need to make sure this email address is yours
Ta verify your email adgress use this security code: 1244

request this code: you can safely ignore this email Someone <lse might have typed your email address

> Follow the prompts to verify you are not a robot and verify the security
information is still accurate. Clicking “Looks Good!” completes the Microsoft

account creation.

=.Micn:|wﬂ
= ] (—_com

Create account

Before proceeding, we need to make sure a real
person is creating this account,

(SIEA ben
(= Audio

o W T I
(e
Enter the characters you ses
JGPHEAYE

BT Microsoft

& Bl Enahad com

Is your security info still
accurate?

We just want to make sure this security info is up-to-
date, 50 we Can use it to verify your identity or alert
you if there's ever a problem with your accownt,

¢ ] | Py com

o | Y

Remind me Later

PERMISSIONS AND TERMS

» With your account created, you will be asked to confirm that BDO USA will be
allowed to perform specific actions and retrieve specific account information.
Please click “Accept” to continue. You will also have a chance to review the Terms
and Conditions of BDO USA at this time.

= Microsoft

3 - (@ com

Review permissions
w2 BDO

The organization BDO would like to:

Please note: BDO only has v Sign you in
access to view your email * v Read your name, email, and perhaps photo

address, not the contents. You should only accept if you trust BDO. By accepting, you

allow this arganization to access and process your data to
create, control, and administer an account according to their
policies. BDO has not provided a link to their privacy
statement for you to review. EDO may log information about
your access, You can remove these permissions at
https://myappsmicrosoft.com/bdod.onmicrosoft.com.
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SET UP MULTI-FACTOR AUTHENTICATION (MFA)

The screen below will appear when MFA has not been configured or has been reset. +  Using the Microsoft Authenticator App to receive notifications on a mobile

) ) ) device to approve login requests.
» Click the ‘Next’ button to proceed with enrollment, where the following screen

will be presented with the various options for adding this additional security to
the account.

+ To use phone call authentication, choose the ‘l want to set up a different
method' option to change over to the phone-based approval. Text message
authentication is not supported for BDO.com accounts.

l BDO + (Advanced) To set up a third-party authenticator app such as YubiKey, Authy,
etc. or if you require the ability to complete MFA without an internet connection
= choose the ‘I want to use a different authenticator app’ option.

More information required The process for enrollment in each of these methods can be found under the

Your organization needs more information to keep appropriate header below.
your account secure. Before making changes to your
security info you must complete multifactor

authentication. Microsoft Authenticator App

Use a different account > If needed, install the Microsoft Authenticator app as instructed Once the app is

installed, press the ‘Next' button to begin setup.
Learn more

> If the Microsoft Authenticator app is already in use, add an additional account to

the app via the + button indicated below.

= Authenticator +
KE'E'FJ your account secure

‘fowr organization requires you to sef up the followsng methods of proving who you are.

Keep your account secure

Your oganization requines you bo set up the foliowing methods of proving wha you ase. -
Microsoft Authenticator (CEER
Microsoft Authenticator -
Start by getting the app
Set up your account
O your phone, ingtall the Microsolt Authentaator app. Downlogd now R s Than ackd.ara mccount. and yelect Wo chaot i
rompt w notificatons. Then add an account. an ct “Work or schael
Advgr v angtall the Mecrasoft Authenticalor Spg on vou devace, choge "Nt
3_1 - - | = Ready to add your first account?
wand 09 ke 3 Gfferent sutheniiKator app

:l Back m Any Microsoft account or other type of
m account you add will appear here.

=)
S| Lueant to 5ot up  different method |

Add account

» Choose one of the buttons indicated above based on the best or most convenient
method of approving login requests for your account.
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» When prompted, choose ‘Work or School account’ from the available options.

4 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Work or school account

R Other (Google, Facebook, ete.)

» Choose to scan a QR Code when prompted.

» On the MFA setup screen, choose the ‘Next’ button to display the QR code

for setup.

Add wotk or school account

Sign in Scan QR code

Keep your account secure

Your organization requires you 1o set up the following methods of proving whe you are.

Microsoft Authenticator

Scan the QR code

Usa the Microsoft Authenticator app to scan the QR cede, This will connect the Microsoft Authenticator

app with your account.

After you sean the QR code. chosse "Next™

5

Can't scan image?

> Scan this code with the mobile device to complete the setup and a new entry for

BDO will appear in the mobile app.

= Authenticator ©p o

gy —

LI

1.com#EXT#@bdo...

> Once this appears in the mobile app, choose ‘Next’ on the setup screen to

perform a test to ensure the app is working correctly.

Microsoft Authenticator

Let's try it out

v

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Approve the notification we're sending to your app by entering the number shown below.

78

Back
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» Input the verification code provided to the mobile app to complete the sign in
process. Once confirmed, choose ‘Next.’

KEEP your account secure

Your organization requines you to set up the following methods of praving who you ane.

Success!

Grwat job! You have sucoessfully set up your security info. Choose “Done™ to continue signing in

Default sign-in methed:

> Select ‘Done’ to complete the enrollment.

Phone Call Authentication

» To use phone call authentication, choose the ‘| want to set up a different method’

text and choose ‘Phone’ from the dropdown, then press the ‘Confirm’ button.

Choose a different method <

Which method would you like to use?

Choose a method b

Authenticator app

Phone

™~ <1 IE

> Inthe next prompt, choose the appropriate country code and enter a phone

number to be used for the verification call.

KEEP your account secure

¥ousr organization reguines you to sot up the following methods of proving who you ang.

Phone

You can prowe wha you arg by answenng a call on your phong.

What phond rumber would you e 10 uze?

United States (+1) v:

=5

'\i; Call me

Message and data rates may apply. Choosing Mext means that you agree to the Terms of service and Privacy
and cookies statement

» Once the country code and phone number have been entered, choose ‘Next.’

» You will receive a phone call from one of the following numbers: 866-539-4191,
855-330-8653, or 877-668-6536. Answer the incoming call and press the # key
to complete the verification.

+ If the call is not coming through, these numbers may need to be added
as a contact or unblocked in spam call filtering depending on phone
configuration. Typically, adding a contact with those three numbers will bypass
most spam filters.

+ Once the approval has been completed successfully, a confirmation
screen will appear. Choose ‘Next' to confirm the settings, then ‘Done’
complete the enrollment.

Keep your account secure

Your organization requires you to set up the following methads of proving whe you are.

Phone

We're calling +1 now.
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Third-Party Authentication App

>

As there are many different third-party options for MFA, please consult with your
specific application’'s documentation for instructions to add an additional account.

In general, when this option is selected you will be presented with a QR code to
set up the account.

Choose ‘Next' once the account has been configured and input the code displayed
to complete the authentication.

Keep your account secure

DELIVERY TO APPLICATION

>

You may be asked to confirm your login username (email address) by clicking on it
as part of the sign-in process to the application.

If you are not asked, you will automatically be taken to the application you were
linked to.

Before the application loads, you will receive an MFA challenge. The application
will load after you've approved the login or entered the code (depending on your
chosen method of authentication).

Wour organization requires you 1o set up the following methods of proving who you are.

Authenticator app

Scan the QR code

enficater app b scan the QR code. This will connect your authenticator app with your

OTHER EXPERIENCES

The previously described steps are the most typical for first time sign-in, but the
following factors may change that process.

> Existing Microsoft Account (Personal/Free): If you choose to use an existing

>
>

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Authenticator app

Enter code
XNH XHX
Enter the 6-digit code shown in the Authenticator app.

Enter code

Back

Choose ‘Next' to confirm settings and complete the enrollment.

If you need assistance with setting up MFA or need to have the configuration on
your bdo.com account reset due to replacing a phone, new phone number etc.,
please contact the BDO Client Support help desk at 800-546-2191 from 9:00 am
to 5:00 pm EST Monday through Friday.

™~ <1 IE

account or are directed to do so by your company/organization, you will skip the
“creating an account” steps.

Your company/organization utilizes Microsoft cloud services: If you have a
corporate-class account with Microsoft (often referred to as a “Microsoft Work
or School account”), you will skip the “creating an account” steps and might skip
the “Setup Multi-Factor Authentication” steps. Depending on your account, your
IT department may also need to enable your account to share information with
BDO USA.

MULTI-FACTOR AUTHENTICATION CLIENT ENROLLMENT
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Existing Microsoft Accounts

We have identified common issues for those who have existing Microsoft Accounts when accessing BDO Global and BDO USA systems. These issues are listed below:

» Not realizing you have an existing Microsoft account:

Many do not realize they have a Microsoft account when attempting to join
the BDO organization. (Using the invitation URL provided in invitation emails.)

When you get to the Microsoft account screen and put in your email address,
the system will automatically prompt you to put in a password if your email
address is already associated with a Microsoft account.

On the password screen, try your standard password or click the “Forgot my
password” option.

Depending on how your organization has setup your Microsoft accounts, you
may get different error messages (see the example screenshot to the right)
when trying to recover your password.

When trying to recover a password (or attempting to log in) the error message
will often involve the phrase “your organization”. These key words are an
indicator that you have an existing Microsoft Account setup through your
organization. Helpful tips:

— Do you use Office 365 or Microsoft Online? If the answer is yes, or | don't
know, try logging in with your email and password that you use to log in to
your email or computer. If your log in is successful, you can continue the
MFA setup process.

— If you are unable to log in, then we recommend contacting your IT
department and indicate that you are trying to login to a BDO USA system
that requires a Microsoft Login.

<] B

B Microsoft
clientacoounti@alreadyaMSaccount.oom

Enter password

S aWond

Keep me signed in

Forgot my pasiword
W p

Use the Microsoft Authenticatlor [ § Ml(ro‘so&
Recover your accou nt
We can help you reset your password and security
info. First, enter your Microsoft account and follow
the instructions below.
clientaccount@alreadyaMSaccount.com|

o
Microsoft

Get back into your account

We're sorry

sk them 1o review licente atsignenents.

ou cannot neset your passwond at this bimee because required bcenses are massang from your onganizabion. There i no further action you can take to
resolve this situabion. Please ¢o yout admen and ask them to check Boense assignment. To learn more about licensing read the article Licensing
requirements for Azure AD self-ervice paipword reset
f you'd like, we can gontact a0 adminetrator in your ongancaton to reset your password for you
Additional detaib: S5PR_0012: Your organczabion does not have the requined licentes necessany to perform password resel Pleate conthct your sdmen an
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> You have a Microsoft Account but the username is not your email address:

« Itis possible for invited clients to have an existing account with Microsoft, but their usernames are not their email addresses. This happens when the client organization is
transitioning to Microsoft for authentication.

If you are unable to recover your password or move past entering your email address as the username:

— Do you currently use Office 365 or Microsoft Online? If so, do you login to Office 365 or Microsoft Online with another username other than your email address?

« If your username is different than your email address, BDO will need to invite the username used to log in. Once the invitation is complete, you will be able to login
within your alternate username and current password defined by your company.

+You can request an invitation be resent with a different email address via the Need Assistance or Help? form.

At BDO, our purpose is helping people thrive, every day. Together, we are focused on delivering exceptional and sustainable outcomes — for our people, our clients and our communities. Across
the U.S., and in over 160 countries through our global organization, BDO professionals provide assurance, tax and advisory services for a diverse range of clients.

BDO is the brand name for the BDO network and for each of the BDO Member Firms. BDO USA, P.A., a Delaware professional service corporation, is the U.S. member of BDO International
Limited, a UK company limited by guarantee, and forms part of the international BDO network of independent member firms: www.bdo.com

Material discussed in this publication is meant to provide general information and should not be acted on without professional advice tailored to your needs.

© 2023 BDO USA, P.A. All rights reserved.
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